Abstract
INTRODUCTION
Watermarking is defined as a practice of imperceptibly altering electronic signals to embed a message about that signal. Even though the paper was invented thousands of years before in China, the term watermark has been derived from the German term 'Wasserzeichen' [1] , [2] . Watermarking, Information hiding and Steganography are closely related fields with each other. The art of paper watermark appeared around 1282 in Italy [3] . By eighteenth century trademarks are placed as watermarks on paper made in Europe and America. Watermark can also be applied to other physical objects, like fabrics, product packaging, and electronic signals. In the late 1990's a lot of research has taken place in digital content watermarking. The various applications of watermarking addresses Broadcast monitoring, owner identification, proof of ownership, transaction tracking, content authentication, copy control and device control [4] . In [5] , Emil Hembrooke of the Muzak corporation had obtained a patent for 'watermarking' for his musical works. In [6] , Szepanski described a machine detectable pattern that could be placed on documents for anti counterfeiting purposes. In [7] , Holt et al. described a method for embedding an identification code in an audio signal. In [8] , Komatsu and Tominage were the first authors to use the term 'Digital watermarking'.
The watermarking Techniques can be classified based on spatial domain and frequency/transformed domain. Various transform techniques have been used for watermarking [21, 22] . In [23] , Golub and Loan have used Fast Hadamard Transform (FHT) to propose an algorithm, which is one of the blind and symmetric digital watermarking techniques. In [30] , Li et al. have proposed block-based DHT method where watermark information is inserted in to Hadamard coefficients using quantization for having improved watermark security. In [31] , Ho et al. proposed image-in-image watermarking method using DHT. In [32] , Gilani et al. have discussed multi resolution watermarking using Haar transform and Hadamard transform techniques. In [33] , Falkowski and Lim have used Multi resolution Hadamard transform for embedding watermark. In [36] , Maitya and Kundub have discussed data embedding based on information measure using DHT. In [24] , Shenchen ZHAO has discussed an algorithm based on the mixed transformation of time domain and embeds the watermark in high-frequency sub-band where the algorithm has utilized the invertible orthogonal matrix to multiply the host image in order to mix the host image into time domain. In [25] , Jing Sun and Jing-yu Yang have proposed a watermarking algorithm by using the combination of quaternion Fourier transform and quaternion singular value decomposition(QSVD)for obtaining decrease in false positive rate to make the counterfeiting hard.
In spatial domain the pixel values are directly manipulated, so most of the techniques are not foolproof against attacks. In the case of transform domain, the transform coefficients are used to embed the watermark, so these techniques are treated to be sturdier against attacks. In recent years, a number of algorithms were defined for the digital watermarking based on spread spectrum techniques [11] , [12] . Spread spectrum watermarking introduced by Cox et al. [13] is an alternative that embeds watermark imperceptibly in low frequency regions of the host image so that the watermark is spread over the entire spatial extent of the image. There are watermarking algorithms that embed in mid frequency bands [14] . The principle behind the spread spectrum modulation is that it converts the narrow band data sequence in to a noise-like wide-band signal, using pseudo-random sequences. In [9] , [15] , [16] and [17] the cross correlation of m-sequences have been tested mathematically and empirically. In [18] ,it is shown that the gold sequences for a given register length n there are more choices for the "key" than with shifted msequences. In [10] , it is shown how to reduce the perceptual changes by using two level decomposition techniques. T.Kojima et al. have applied a method based on converting some text information like UID and GID (secret keys) by using complete complementary codes and then embedding in to original image [19] , [20] . It has been shown that the CCC method is more effective than the watermarking method using other spread spectrum sequences such as m-sequences and Gold sequences.
Both CCC and FHT techniques are not new techniques and also no algorithm has been proposed to verify the strength of the combination in watermarking area. Hence this paper has discussed the implementation of the same. The rest of the paper organized as follows. Section 2 explains the proposed algorithm for watermark embedding and extraction procedures. The results are discussed in section 3.
PROPOSED WATERMARK ALGORITHM
The proposed watermark procedure is based on complete complementary code (CCC) and Fast Walsh Hadamard Transform (FWHT) technique. This algorithm has applied CCC technique on watermark and FWHT on original image. The usage of Hadamard transform as signal decomposition tool offers advantages in terms of simpler implementation, low computation cost and high resiliency on low quality compression. Hence the algorithm here by proposed to embed CCC in to original image in frequency domain.
CCC can be defined as a set of m auto complementary codes, any pair of which is cross complementary codes. CCC proposed by Suehiro [26] has ideal auto-and cross-correlation properties. In signal processing, cross-correlation is a method of identifying whether the given waveforms are identical or not based on a function of a time-lag applied to one of them. It is commonly used for searching a shorter signal with in a long-duration signal. Autocorrelation is the cross-correlation of a signal with itself. Any digital image content, in spatial domain, can be represented as an array of elements. A copy of the same array can be considered as its correlation function. The autocorrelation discards phase information, returning only the power, and is therefore an irreversible operation. There is an important relationship between the autocorrelation and the Fourier transform known as the Wiener-Khinchin theorem [34] , which is known as a special case of the cross-correlation theorem. The complementary codes first discussed by Golay [35] were pairs of binary complementary codes and he noted that when the elements of a code of length N were either [-1 or 1] it followed immediately from their definition that the sum of their respective autocorrelation sequences was zero at all points except for the zero shift where it is equal to K*N. (K being the number of code words in the set).
Architecture
The proposed algorithm architecture is as shown in Fig.1. fig1 .a, explains the procedure for embedding watermark in to original image. Initially, the watermark image is considered for generating CCC. This CCC will be considered as the watermark for embedding. Then the Original image in to which watermark to be embedded is transformed to frequency domain using FWHT.
The Hadamard transform matrix is defined as H n = H n *= H T = H -1 . Since H n has N orthogonal rows H n H n = NI (I is identity matrix) and H n H n = NH n H n In fig1.b, gives the procedure for extracting the CCC from the given watermarked image. The extracted CCC will be then compared with the existing file to prove authenticity.
Obtaining CCC from Watermark
Any gray scale image of size 64 X 64 pixel is considered as a watermark image. The watermark is represented in spatial domain as an array W ij . The CCC code is generated in Matlab through a function normxcorr2(). The function applies normalized cross correlation between any two given signals/images. So the same array W ij will be inserted to the function for obtaining CCC, which is irreversible. In the above formula m, n are the number of elements of a row and a column respectively in the watermark. The resultant matrix R ij is then mapped to a new 512 X 512 matrix (CR) at random locations.
Embedding Procedure
The obtained CR matrix consists of black and white pixels, when the given watermark is a gray scale image. The original image is considered in spatial domain and read in to workspace using imread() function of Matlab. Then the Fast Walsh Hadamard Transform technique, fwht() function of Matlab, is applied to each individual dimension independently. Let d1,d2,d3 are the transformed arrays of all the dimensions. Then CR matrix elements are added to the first transformed array, d1, to obtain fwht1 array.
Then the inverse transform technique is applied using ifwht() function for every transformed array,fwht1,d2,d3 and then the matrices are merged to obtain the watermarked image. The output image does not contain any sort of watermark perception. Hence the user/hacker cannot identify the watermark. So this procedure can be considered as inserting a blind watermark in to the image.
Extraction Procedure
In this, the attacked watermarked image is considered and FWHT technique is applied to each individual dimension to obtain FH1, FH2, FH3 transformed arrays. Then the original image transformed array values, d1, are subtracted from the transformed array FH1 to obtain CCC code (RX), which was embedded in to the image.
This RX is then compared with CR, which was stored CCC array pixel values, to verify the watermark authenticity.
RESULTS
This section reveals the findings of the cross correlation function applied watermark embedding process into images through the algorithm. The said algorithm is applied on various 24 bit color bit map (.bmp) images. It is found that the original water mark (CCC code) embedded is comparable with the extracted watermarks from the images, which were manipulated through signal process attacks. A gray scale image of size 64 X 64 pixels (Fig.2) is considered as watermark image. The proposed algorithm was applied to obtain CR matrix (Fig.3) , which consists CCC code mapped to 512 X 512 pixels. The obtained CCC array is irreversible i.e. the original watermark can not be regenerated. But the CCC procedure generates a unique code matrix for every input image. The complementary image of CCC is shown in Fig.4 (inverted pixel values i.e. black pixels to white pixels and white to black). 
 
The resultant PSNR has shown acceptable level of noise in the watermarked image. Table-1 gives the results of Peak Signal Noise Ratio (PSNR) obtained when watermark (Fig:2) image is embedded into different standard 512 X 512 pixel bit map images through the above said procedure. This application is written and executed by using MATLAB on windows 7.0 OS. The robustness of the watermark is calculated based on various effects of the signal processing attacks like compression, enhancement etc.. Table 2 shows the difference between original watermark after CCC technique and the extracted watermark from the hacker attacked images. The resultant PSNR demonstrates that the watermark is robust against some signal processing attacks. Fig. 8 , Fig. 10 and Fig.12 shows the watermarked images after performing the signal processing attacks for image Lena, Fig. 8 shows compressed GIF format, Fig. 10 shows compressed JPEG format, Fig. 12 shows compressed PNG format. And Fig. 9, Fig. 11 and Fig. 13 shows the extracted watermarks from various attacked images as said above. 
CONCLUSION
In the above procedure, the watermark is embedded in the image through blind insertion procedure so that the users of the image cannot identify the same. The algorithm stores the CCC code of the watermark in the blue channel of the image as this channel is less effect to the small modifications. This in turn allows the owner to prove the authentication easily. The results when compared with other techniques [36] have proved that the PSNR is at an acceptable level despite various signal processing compression attacks. This significantly proves that the algorithm generates robust watermarking schema.
